|dentity and Access Management Services

Features

Simplified sign-on
Fault-tolerant, redundant
system

24/7 self-service
password reset and user
registration

Oracle 1AM suite

Benefits

Economy of scale

Highly reliable service
Improved security profile,
consistent with enterprise
standards

Privacy assurance
Integration support is
available to provide rapid
implementation for your
organization

Centralized service desk
Statewide Identity
Identity proofing

*Eligibility: Executive branch agencies
and Minnesota State Colleges and
Universities (MnSCU) are covered
under this enterprise agreement; it
does not include counties, cities or
the University of Minnesota.

What is IAM?

Identity and Access Management (IAM) makes sure that the right people can
access the right services at the right time.

IAM manages user identities and provides secure access to devices, IT
systems, networks and data for which they are authorized and authenticated.

The service provides a common enterprise solution for eligible state
government organizations.*

Why is IAM important?

For citizens: Ever-increasing demand for online access to state services, has
created new security challenges to protect personal and government data.

For state government: Today, state employees use technology in new ways
to collaborate with each other, and to access systems and data.

But each new opportunity asks the question, how do we control that access
and make sure our systems are secure? The answer is an essential part of
every strong security plan — Identity and Access Management. It is a
framework that simplifies the management of access to services, implements
policy, increases transparency, and integrates enterprise identity management
infrastructure.

What are the advantages?

By focusing our energies on one suite of products, OET customers benefit in
several ways. This enterprise service reduces needs for training, decreases
maintenance expenses, and provides cost savings by leveraging the state’s
combined buying power.

OET’s IAM service includes license coverage for all identity access
management applications owned by eligible organizations, sufficient licenses
to provide IAM services to citizens, employees and business partners, and
access to various products (see details on the next page).

Getting started

Contact your account manager today to see how our IAM can benefit your
business. If your organization is currently engaged in an identity management
project, such as web sign-on or user provisioning, or if you will be purchasing,
upgrading or renewing any Oracle IAM products, you'll want to get more
information about how we can help your efforts.
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OET’s IAM service includes these support tools

Oracle Adaptive Access Manager

Strong authentication, proactive, real-time fraud prevention

Oracle Adaptive Access Manager provides superior protection for businesses and their customers through strong
yet easy-to-deploy multifactor authentication and proactive, real-time fraud prevention.

Identity and Access Management Suite Plus

Comprehensive, best-in-class, hot-pluggable solution

Oracle’s Identity Management offerings are available as a comprehensive identity management suite. The best
choice for identity management projects expected to expand beyond their initial scope. The Suite includes:

e Oracle Access Manager

e Oracle Identity Manager including Oracle Virtual Directory

e Oracle Identity Federation with Fedlet

e Oracle Directory Services Plus (formerly SUN Directory Server)

Identity Analytics (formerly Sun Role Manager)

Actionable identity intelligence. accelerated compliance. identity and access governance.

The transition of Identity Management from an IT concern to core business enabler is powered by identity
intelligence. Oracle Identity Analytics (formerly Sun Role Manager) empowers you with rich identity analytics and
dashboards, so you can monitor, analyze, review and govern user access in order to mitigate risk, build
transparency and satisfy compliance mandates.

Identity Manager Connectors
Automated processes, external application integration

Enterprises need to automate enterprise-wide provisioning and de-provisioning of user accounts across
heterogeneous environments. Organizations want major identity lifecycle events such as new hires, transfers &
terminations to be driving provisioning actions. Oracle Identity Manager (OIM) provides a centralized user
provisioning platform for realizing such automation. OIM Connectors are pre-packaged solutions that integrate
target applications with OIM.

Contact us

For more information, please visit our website at mn.gov/oet
or contact OET Client Relations at 651-296-4466 oet.services@state.mn.us
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